UNN 7: anud R NNUaanAY
LazANsUosnuToauA

Part |

By Thawatwong Lawan

Lifeliqe”



o
y

(3
A

Lesson overview

(J

anulasaduwosnmsigaeudiviailluidosdddnluotnadsuidaatn ilaw@inanusdmihvnaneluladuaraisdoansiiinduotinesiaig auvin Tiisndaanuunulaivin
siatiuvinnis lufimugannuadnTa  udslisuinsyidlunsladoun  anrasmnifumbowosdaandnldlavine  Tuunilisnazunidsusosannulasady  anusiuaswosdoya
naanAUIsHUSAuAnANASIFIUSUUAIalusULUUGS uaniuudiznis nisuuinmenisilosdu ilaliinsidunualdialudindszdriuidanudasady doyasinegdaing
dum ansaladauszuuldotingsioios

o Wolkidndmnusanuan laiAurfuausiuasvassruUADNRIINDS
o Wolkidndmusanuan laiAurdunissnvanulaonsuvwosdona

o 1Bl dnununsndnsassruumouRnnasaIuUAnalioilosrudoyauay
Tusunsugray

o aliidnidanusanua Tatdsndunsia/ansiuasianuimviunza

Data Security, System Stability, System Threaten ,Password, OTP

d enundg AuETRaY

0 mssnvandaoasvvosdoya Q Tuew-1
| a\m“ﬂsznausuam'nuﬁumﬂaamﬁumaqsﬁ’aga a Tuem-2
0 avassavasn U usiunilasnfuuosasauIng Q Tuem-3
O walnnssiniina AN AN A DA AUUDNANSALING Q wunaapufauizuu s uppertinedo, eueniovenementsnaiona yber scuriy sl

Q svanmuszuu/doyanauNInDT U uuunasdounaunson

d asshuvnanddasanuszuuduinis Windows
O AassiasranIuimnngad



1. Introduction '
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2. Cyber Security Histo

ry

32N ENANNUADRAUAUANSATIN (Physical Security)

A9 nEIANNUaanAumMuA1sadaa15(Communication Security)

A9 NENANMHUaaABAN5LLNS3A (Emissions Security)

e  MaanvANUaanAumauNnLnDs (Computer Security)

AsanEANNUaanAuInZoy (Network Security)

ANsnENAMNUanAudaya (Information Security)




3. Data Security Components

NSTISSC (Nation Security Telecommunications and Information Systems Security)
N3DAALZNSIHNANSHNUANHHUAISIUINSANUNANLLAZSLUUANSANALANB6
VWIANSTOINENN A muaLUIfnmNsiuatlasaduduNaznanutin
HINSSIUANSUSLFEIUANHNUAIVDISTUUANSAUINAETN IRSUNTSUDNSU tae
WA Gl uAIURDRAuUDIANS AL INALIL JduTicioadieda

Junianlgun

AMNAL ANHNNS BN LTI U
(Confidentiality) (Availability)

AAIMNAIRNIN
(Integrity)



3. Data Security Components

N HAU (Confidentiality)
iflosanndayavvatinedmuddydndudosduiduanudy vnngadniue
D1ANHNALRD1FD T UT UMY 1 YU DONANINANTNNNS DoYANINSSA 1T
ANssAENANMNAU(Foua) it Ao Ansidnsadana (Cryptography or
Encryption) laufiidnnnséo ansiwavusduvudananonuaanivos TusUuuuii b
Asaowaanusadn lald lauidnslal Key (Password) Tunszunrunisiginsianas

1blabi G
Bob
Hello ‘,.h
Alice! —| Encrypt
+ Alice's
public key
6EB6957
08EO03CE4
Alice
[ X A/h
Hello
.. 4— Decrypt
Alice! Alice's

private key

https://commons.wikimedia.org/wiki/File:Public_key_encryption.svg



3. Data Security Components m5|:§

ANHANAATIN (Integrity)

ANUANANTIN AiD ANNASUSIU andoe tar liddsudanUasn ansauimszaIamINNASENIN
ioasaumaiugnlasundaswisodaosndusruansaumeadu gnvin Tiil&uune gnvinane
1509nn5:vin lusUuuudu q Seardanasionnuidalduosdoyansounasinn suAnpous
davUnilasdonalimsannwifin luansaudasud lalausii i ldsuausnnalandni (2 Tu

ANS2AEANHANENIN Usznauniy 2 du Ao n1silovnut (Prevention) uazn1snsaday
(Detection)



3. Data Security Components m5|:§

Asio9nu (Prevention)

iHunstlossulsu Tk dnswasundasus ludoaualauedin L ldsuauann shudsilosdis
astasundasud ldayananmilovauiunaosy ldsuauan deoaldnsnaaisinu

(Authentication) tlazANsaIuANASIANAY (Access Control) Tudsuduusa uazldnsnsrasov
ans (Authorization)

ANSn3IAA0U (Detection)

Hunsaindayadunsdimulinidodaldotnidolu Seansansratdaitnsied
NAN90I6NNe) LARYUAINAN Log File



3. Data Security Components

auwsoulal (Availability)
Aauwsould nunufs anuanunsalunsladdauansonswennsiiiofoinis ansaume
wandaandaisunldanuldatinesuiu Inu [Bnsos:uudui lasuouanawindiu ina
Duel [8nsos:uuii L ldsuauann ansidaandaisunlduiuargnadnuinuazdnmanin
Nan Anunsouldinudnduaunilavasanusdinag Anutintdadia (Reliability) @woq
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5. UUIVMNNIRANS AT BA NN UasUaDn Ay
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6.AuANAN (Threat)

1.f8ANANNNNIEAN (Physical Threat) Wudnwzdvanamiinduiuansauasi
TaluszuumaUNILMBILATIZUULATEYNY LU 813ARENLHY 198YINURANATN LagaaLAn
nAesssuvAy dviau Iwlug fen Wudy wiluuviseasienafinannisnserinves
UYBIRIWLINUAID BILIAUINATY

2. fvAnAanensang (Logical Threat) Wudnwnizdvanauiiindufiudoyanie
A1SEUWA ¥3aN131NINYINTVBITTUY WU nswauanasulyszuuaauimasinglila
fuaygamsdavndildeeuiamesinuldauund nsuiuasudoyavieasauma
loglilasuaygn Wudu




6.AunNAN (Threat)-AaanmiunInssne (Logical Threat)
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Part 2: Password

By Somnuk Puangpronpitag
https://isan.msu.ac.th

E-mail: somnuk.p (at) msu.ac.th



Bad passwords

* Running number eg., 123456
* Too famous : Abc123, iloveyou

* Running keyboard : Qwerty, asdfg
e All numbers (145aaa5iavan)

v

e All letters (ldFaansisvium)

* Dictionary words (lddwilunaniynsu)
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123456 11 abci123
Th e 123456789 12 qwerty123
gwerty 13 1g2w3edr
ZO 1 9 password 14 admin
O 1234567 15 qwertyuiop
WO rSt 5 12345678 . 16 654321
/ 12_345 1 /7 555555
Pa SSWO rd ~, iloveyou 18 lovely

Y EEEEN \Q 7777777

123123 20 welcome

AU www.prweb.com 21 888888

princess
dragon
password]

123gqwe

Password



Good Password

* At least 8 characters long

* Include numbers, symbol, capital and non-capital letters
* 9geuululila symbol yinlu? avisaly?

e yneszuuliaw Capital wisa Non-capital letters
useuuaila i Case Sensitive waziivaulnansaanlvel azlshinaniu?

* Varying to systems (luildsvadiuseidnggeuy)
* Ref system 74 reset svassuLay 1y 9 e-mail azdes
o salsia + 2FA

* Password that you can remember



a10819 Good Password

* Thai over English keyboard

e 14 Leet
e 3AQ/
* B4

* wivnedanlim 1w P@55wO0rd widnmis



VAU HOUALE bR

* P@55wWO0rd wsiniiieiu

* ueiflugduuun Hacker §

* ji32k7auda83 puniiauaziilusiaia
® LWFIZH FIENHTHANALFANAIUATANUTSWLAL
* uWsuUANElUAU TANIU daeng ReAlils
o usads q uaafluswadilia Hacker ianseiaiila |
* N9
ji32k7aud4a83 TuwTuiuninimsengw
ZENIgT I EE luuunwnaw (Zhuyin keyboard)

TILUAT1 “9UA NI UURIRU”
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i1 lavianvees Good Passworad

o :ﬂl o v
* ANuuA guLL lWIzIRUAzan LA

* lldunnu 1 Hacker juan vivaazinnla

WANLIIAAINDE LSARUANNISAITUAN A
NALINLUSUNLNNLAN ?

Password Somnuk Puangpronpitag
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Password Practices

Use good password.

* Check svauun Hacker lTaaasauauun wngrldld

e lsidu oy dictionary attack
Never give password to anyone.
Don’t just use one password for all systems.

Don’t post it in plaintext.

 Master key and password safer
e 14 Words/Excels dasnfu sauuinlannsde v1la? andale?

Change it when not sure
* |phone andau dedau

e ¢ WIiFi uananiun



o DICTIONARY ATTACK!
Dictionary attack \\ _ 9

©

* a type of Brute-Force attack

* ldnswmnsviaann dictionary
G (E TR TR LR alat T b

* 10 million password list

https://github.com/danielmiessler/Seclists/blob/master/Passwords/Common-Credentials/10-million-password-list-top-1000000.txt

* 14 million password list

https://sinister.ly/Thread-14-Million-Password-List

Somnuk Puangpronpitag
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https://github.com/danielmiessler/SecLists/blob/master/Passwords/Common-Credentials/10-million-password-list-top-1000000.txt
https://sinister.ly/Thread-14-Million-Password-List

owned

fu Slang waziiu leet (vise leetspeak)
 Pwn u Verb

 Be Pwned (passive voice)

 To Pwn (active voice)
* Pwnage lu Noun

* wan “Owned”
* Slang ann Keyboarding Error isa typo error
° ey HIRN “NNRL)”

* aaisu “Warcraft” online game And1 owned gnaznaiialuy map s



aNuvNIgvee Pwned

dIRIZENG

e Pwned 1i3a Owned uilaqn defeated winswwalsnds
e Pwn Afa 1u 8ale

* Pwnage dutiuy n1sdnaingdnisa



anunueves Pwned (2)

* onlauaslu

An example of the term in a Laugh-Out-Loud Cats -

* Online games uazinunuingn o sty
* nagnaatlan (pwned) sranilanls (pwn)

 "That was total pwnage! We crushed that boss monster!“

* |IT Security nagntingrudayadld visating udayad 4 s

* |f you're a victim of a data breach, you've been pwned.

Password Somnuk Puangpronpitag
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NAZVDNNTSUD lanuan

* The system has been compromised.
* The system has been pwned.

* The system has been controlled by a hacker.

* The system has been hacked.

Password Somnuk Puangpronpitag

29



szuugn pwned uaziire database vesanu

* szuugn Pwned

* szuugninAses grudayad liuassiaciu

* Cases
* linkedIn (2012) - 6.5 million (2012) — 117 million (2016) user accounts
* Dropbox (2012, 2016) - 68 million user accounts, leaked 2012, confirmed in 2016
* Yahoo (2014, 2016) — 500 million user accounts (leaked since 2014)
* Quora (2018) — 100 million user accounts



Linedln (hacked 2012, selling 2016

money.cnn.com/2016/05/19/technology/linkedin-hack
. [ - - - g w LT . = . fni—— AR ] — N A -
ge Garden - Tr & K-Means Clustering {* Svwnwiowsw baw.. B YouTube - Nat King... ﬂ FunPhotoBox - Best... & Open [ ¥% : ACMEERE.. e MD5c

@PM H“SINESS Markets Tech Media Success Perspectives Video

Hackers selling 117 million LinkedIn
passSwWords

by Jose Pagliery @dJose_Pagliery
(D) May 19, 2016: 10:59 AM ET

Somnuk Puangpronpitag
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Dropbox (leaked 2012, confirmed 2016)

The Dropbox hack 1s real

o f in w A

31 AUGUST 2016

Earlier today, Motherboard reported on what had been rumoured for some time, namely that
. Not just a little bit hacked and not 1n that "someone has cobbled together a list of credentials that work on

Dropbox" hacked either, but proper hacked to the tune of 68 million records.

Very shortly after, a supporter of (HIBP) sent over the data which once unzipped, looked like
this:

Somnuk Puangpronpitag
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https://www.facebook.com/174246142644437/photos/a.398675263534856/1112557505479958/?ty
pe=3&theater

1) aunla password dropbox @atad tuilaussuudug
lziag
Auldsussuudvg Urady

ﬂ DATACENTRE SOFTWARE NETWORKS SECURITY INFRASTRUCTURE DEVOPS BUSINESS HARDWARE

Security
syiaem 2) wintau 1) A371IN
Dropbox: Leaked DB of 68 million account As1INS a1 set password wrRarstuuwiiaufu
_ wel .. @il trick Tuns set 1@y

passwords is real wazvidndey . 4 trick iz hildmauzasy
Login details are strongly hashed and date back to 2012 T i ee R clen Veealion Wild OTP &

i w L B fuszuuvi set 1a@atine dropbox, gmail, facebook uas

LS auq

i AiRls set wrurasy

dadetnamainaila 3nN@a

Salted Hash Password 1 salt aslunast@afy
password database (dump) ﬁ1uﬁﬂsziﬂﬁ1§a:'ts AU
crack aana'lamilaulay widinmsinswashae

bcrypt

Wiayg .. AuaanuuuIaNs salted hash password @as
UMY Lardnaylsdg ang naNLELa? wnasasia
¥i7n password cracker natiualoian user profile
database 157116

dusgasidsainéa M hitp:/
www.theregister.co.uk/2016/08/31/
dropbox_2012_credentials_file_is_real/

31 Aug 2016 at 01:30, Richard Chirgwin & O O @ s A
| Write a comment

Somnuk Puangpronpitag 33
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Yahoo says 500 million accounts stolen

by Seth Fiegerman  @sfiegerman

(O September 22, 2016: 11:30 PMET

Money

N

bre\a hes ever
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) ,,

00:16/0053 &1 W 5
Yahoo confirms massive data breach

] Recom

mend 13K

¥

C¥iKonoy Tavostigatas
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Q ISAN FANPAGE

September 23. 2016 - Edited - Q)

m

Yahoo Tau pwned (Taufiagmaasaniauasaianim)
TGausanaiy
ans 1 a4 linkedin, dropbox wazanasuq Wéag

WA e

500 million user accounts 1Ay ... 4WIAAINA

il A5 password dusumARaaM AR
iam ihasiidun $andoud a.a. 2014

dadainada v Verizon anaazdia Yahoo dusan
$4.83 ftuaula whaw nsng1au iffunau 1ms
1Ay pwned Aol ReanlaLg

fimsasdatun yahoo wenensailadedamnil wialy
ildesm

tayaiisrluda names, email addresses, telephone
numbers, dates of birth, hashed passwords (dmlua
Tau berypt 1) way danauasiaauduay

Bauuah uasundey dwsu Aty
1) w2 yahoo mail Tl Aausiasin wavenamdaay
fudy

2) auti neas o password stuudu wilau yahoo mail
Yaoau NAasiaEuLsuasy 1vid athdy password
seunddnug it witaudy

3) saupwnnil suvh mstiududaudastuld dlzans
set fauA¥y 12 password ) Ndoliand1v wanan
yahoo mail auvilal amail way facebook wuiri
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Quora Gets Hacked - 100 Million Users Data Stolen £ ™" =~

December 4, 2018

rir

# December 03,2018 & Swati Khandelwal

anua? 1Ay pwned sEusa

il Quora §ruzaya username/password
Tauldan 100 a7 users

s1Tawliliia ans 30 Nov 2018
dsennagauiuilumans da 3 Dec 2018

Hacker 1a111un
fiffsa 100 dw wanillila sznay dictionary attack
| wadlau linkedin, yahoo uasauy Tay

= Iysaudd ani

¥ . v
AHEITHA NI LA 19, A
W AT AR
siasa1aanTudia Hacker
wiTsuyaznutayalusluuy Hash

Q: What happened? S ——

A: Hackers stole 100 million Quora users’ data! g 0l stasinn "dadaca’

1a4tda Mark Zuckerberg 1Al
fvannMsITias 170 413 usemame
124 linkedIn Tau pwned

wsi swaRzanifudy SHA-1 hashed password
Alau chosen-plain-text attack 41153

B RGHR

The World's most popular question-and-answer website Quora has suffered a massive data

i amsdnTas Twittar 1ov Dintaract sio.a ;FI kdarl

breach with unknown hackers gaining unauthorized access to potentially sensitive personal
' ' AF : Nrite a comment @) o) (i
information of about 100 million of its users. Q | 7

Somnuk Puangpronpitag



Pay me! | Know your PASSWORD! (2019

Yasmeen Stewart <micassaundradw@outlook.com> Jan22,2019,6:44 AM (1 day ago) 37

tome =

Why is this message in spam? It is similar to messages that were identified as spam in the past.

‘ Report not spam ‘

| know ws your passphrases. Lets gel siraight to purpose. No one has paid me lo check you. You don'l know me and you're probably wondering why you are getting this & mail?

Let me tell you, i actually setup a software on the X videos (sex sites) web-site and guess what, you visited this web site o have fun (you know what i mean). When you were viewing video clips, your internet browser began working as a
RDP with a keylogger which provided ma access to your screen and web cam. Right after that, my software obtained avery one of your contacts from your Messanger, FB, as well as email . after that | created a double-screen video. First pa
rt displays the video you were watching (you have a good faste lol . . ), and second part displays the recording of your cam, yeah its u.

You got two different possibilities. We are going to explore each of these solutions in details:

First choice is to skip this & mail in this instance, | will send your videotapa to almast all of your contacts and then consider about the embarassment that you receive. Not to forgat if you are in an important relationship, pracisely how it wo
uld affect?

in the sacond place alternative should ba to compansate ma U'S0 369. Lets call it a donation. as a result, i will promptly discard your videa recording. You could keep everyday life like this naver happened and you never will hear back again
from me

You'll make the payment via Bitcoin (if you do not know this, search for how to buy bitcoin' in Google)

BTC address: 18ykUPeMJatfaiEroaxBrig/ UN15qW6B
[CaSe sensitive, copy & paste i

in case you are planning on going to the law enforcement officials, well, this @ mail can not be traced back to me. | have dealt with my steps. i am also not attemping to charge you a whole lot, i simply want to be compensated. | have a speci
al pixel in this mail, and at this moment | know that you have read through this email. You now have ane day to make the payment if i do nol gel the BilCoins, i definitely will send your videa recarding to all of your contacls including family m

Somnuk Puangpronpitag
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Published by Somnuk Puangpronpitag [?]

- January 23 - Edited - @

flim pwned futgas

Tasiae A%y mail duuwiitng

(nasiadand check spam box aue fuata'siat inbox)
uuy Sudskariuenus Suily

s zanldawils X 2 site Suan
winlsagniauua nsunldawils X in

NaNgiLaq 869 USD u bitcoin ue

iiayg daunas Ad indanin

Tifursahseuud e

dauush fadieil

Asela NN Ad Tasiavasdasanly
spambox

(w5 lsivaaly Inbox)

silzvasAuuasuy 124 Ad Ladtae

1) iwaze iy skasusiauan
filineseuiamnldesoidm
Ten hack f'lsisia'ls

kA1 Tau pwned T35

¥

& Write a comment .. ) @ &R
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HIBP (2019

Home Notifyme Domainsearch Who's been pwned Passwords APl About Donate BIP

'»--have i been pwned?

Check if you have an account that has been compromised in a data breach

)email address

Oh no — pwned!

Pwned on 3 breached sites and found no pastes (subscribe to search sensitive breaches)

@ 3 Steps to better secu rlty Start using 1Password.com

Somnuk Puangpronpitag
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https://www.facebook.com/174246142644437/photos/a.398675263534

856/2038853169517049/?type=3&theater

“--have i been pwned?

Check if you have an account that has been compromised in a data breach

ﬂ@gmail.com‘ pwned? I

Oh no — pwned!

Pwned on 3 breached sites and found no pastes (subscribe to search sensitive breaches)

Somnuk Puangpronpitag

2) Collection#1 Aa dauas 772 a1u (772,904,991)
185 720 USEMame FaeTuuaed 1i1au puned
Tnesuuatl mdnmsadasiaaly e-mail

{i unique password ¥isiaaTm 21 ausia
(21,222.975)

auae wia 17 Jan 2019 aneaudaa 16
https./fwww.troyhunt. com/the-773-million-record-coll
ection-1-data-reach/#fbclid=lwAR3zced ioOdy3seb
OvFzuB0LJ6TYFXETTTEGKMMBS0
BEZWIW52yGePWkg

Gasviuast ilduaslul Seiaiumanaans
pwned

= ¥ d ¥ -

Wl uanusans iilaatnauwin

uazan T ummAdaLsLL

#3a dictionary attack azuan

3) annsmasRaa &
https:/fhaveibeenpwned com/FAQs#DataSource
Taeld e-mail 15l

uvayludwn dsuy v Viadfasehe e-mail i
1Ay pwned Aaeuasn danm

4) Yafidadiia fa aganiainn

Q Write a comment . ©) T,

38


https://www.facebook.com/174246142644437/photos/a.398675263534856/2038853169517049/?type=3&theater

Hacker tools to brute-force password

* John the ripper

e Hashcat
e Other tools



June 2016
- dadada

Uounns
n19A9 password
AN

291914952y 11

ﬂ Somnuk Puangpronpitag
June 6 at6:57pm

"dadada” @a password uas Mark Zuckerberg t@sfiua ...
way dolanszaandun

Taua9’la sy linkedin sha-1 hashed password 3
wa21au chosen-plain-text attack 1153

uy. . Adeay On aueilu Il aveé @ e @1 e

g" Mark Zuckerberg
Hey, &

el Yy Ware i
U TOU Well

S ZUCK GET PWNED

@
‘o

Facebook CEO Zuckerberg's Twitter, Pinterest accounts
Hacked! And the Password was...

Facebook CEO Zuckerberg's Twitter, Pinterest Hacked by OurMine hacking group

THEHACKERNEWS.COM | BY MOHIT KUMAR

40



Multiple Factor
Authentication



aafiauEu ludely password

Password was created in 1961 by

Fernando Corbato
from MIT



Yy 9 oY) I
N300 lvesHa s Herru

MIT News

ON CAMPUS AND AROUND THE WORLD

LT
e FULL SCREEN

Femando "*Corby* Corbaté led the
development of early “time-sharing”
operaling systems, including Multics and
the Compealible Time-8haring System
(CTS8)

. B
8
3 image courtesy of the Corbald tamily.

»
H \
e

Professor Emeritus Fernando Corbato, MIT
computing pioneer, dies at 93

Longtime MIT professor developed early “time-sharing” operating systems and is
widely credited as the creator of the world’s first computer password.

Adam Conner-Simons | Rachel Gordon | MIT CSAIL

Ea mevrdrs “CArk ™ arbvat A ~m AA s oas st 1o wihAcs ’ " the - o An hirme - < -
ernanc Oroy ;orbatd, an MIT professor emeritus whose work | € 1900UsS ON e- Farnando “Corby" Corbatd

Q ISAN FANPAGE

S)

Corby »3a Ziaidiziq Fernando Jose Corbato
Un3Tean MIT dividnlia sWasinu (password)
sunaizined 1961 vusyuuliians

the MIT Compatible Time-Sharing System (CTSS)
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Multiple Factor Authentication

* Multiple Factor Authentication (MFA)
* Two Factor Authentication (2FA)
* Two-step Verifycation

* How to:

* Using One Time Password (OTP)

e SMS OTP, Token OTP, Mobile OTP, Paper OTP
(Backup Code)

* Google, Facebook, Online Bank
e SMS OTP
 Mobile OTP: Google Authenticator, Facebook Code Generator



* In 2007, Bank of Thailand suggests all online banking to use Two
Factor Authentication before allowing money to be transferred!

* So, are we now secured?
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On Multiple Factor
Authentication

Eg.., Facebook?, Gmail?
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Turn on 2FA on Facebook

Setting > Security and Login> Use Two-factor authentication
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